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"There is a cumulative
Winersbiioa/Thresss | ¢ impact here: You don't have
1in 3 Organizations Do Not Provide Any enough people, the people
Cybersecurity Training to Remote Workers oy have don't have the

Despite a Majority of Employees Having right skills and the people

Access to Critical Data that you have aren't getting
the right training," Jon Oltsik,
v o |t e A = senior principal analyst at

~ the Enterprise Strategy
i e ot pentne sy Group (ESG) on
e cybersecurity training.
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Our Solution

* SRNL Cyber Awareness Training Module
e User-friendly application for cybersecurity training in vulnerabilities
and exploits.
e Step-by-step training modules curated for specific vulnerabilities by operating
system.
e Simple GUI for accessibility and modularity

* Allowing inexperienced and veteran IT professionals to familiarize themselves
with old and newer Operating systems

- Teach these individuals how to exploit and remedy vulnerabilities on their
machines
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Please select an exercise group to begin your training

Kali-Linux Training Exercises
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Pros/Cons

Pros Cons
o Simple user interface o Resources
e Modular structure o File size is very large due to VM
o Allows for easy implementation sizes
of additional lab exercises e Dual-monitor implementation
e Thorough documentation o Ideal use-case
o background information on the e Inconvenient for single-monitor
desired subject setups
o step-by-step approach to e Trojan executable difficulties

minimize confusion
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Implementation & Testing

o Software e End-user testing
Overall good feedback
Dual-monitor setup is ideal
Single-monitor setup makes
training inconvenient to

o Oracle VM VirtualBox o
o 2-D GUI made with Unity o

e TOOIS 0
o Metasploit

Vulnserver
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Demonstration
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across yoﬁr bumper. The hotel valet service claims that it was there
before they got behind the wheel, however you have that picture that
proves your car was damaged in their hands.

Your picture serves the same role as a hash file, a simple snapshot of
data, hackers could corrupt/tamper with a file on the server you are
trying to download that file from, and potentially infect with any sort
of malware they like. However, if you verify your downloaded file using
the website’s hash key (typically denoted by their hashing algorithm
such as SHA1l, SHA256, MD5, etc.) usually through the algorithm’s program
and it will tell you if the file matches the hash or not.

Now let’s say the valet saw you take a picture of the vehicle, and when
the accident happened, they simply attempted to paint over/hide the-
evidence of the mistake in some way to mimic your picture. This concept

in hacking is known as a hash collision attack. Using the example from
earlier, an attacker can try to mimic the program’s hash value while
still having a distinct corruption embedded in the file, makina the
hashes “collide”.

So how does this all relate to passwords?

In Linux, your password is saved as a hash value and is stored in a file
called /etg/shadow. When combined with the /gtg/passwd file which stores
usernames, we can get the full hash of the password. And from there, if
we can find a collision, that collision will be our cracked password.

Let’s login to Kali Linux now:
Username: kali

Password: kali

From there go ahead and open a command prompt from the top left
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Opportunities for extension

 Additional lab exercises

* More engaging features
* Incorporate videos, mini-games, etc.

* Additional functions
* Option to print Lab Exercise, zoom functionality, etc.

* Single-Monitor Implementation
* Option to save progress made in training module
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We would like to thank the following individuals for their continued
support and guidance throughout this project:

e Dillon Tauscher (Co-Advisor)
o Jeffrey Morris (Co-Advisor)
e Jason Orlosky (Professor)
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Questions
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